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My Banking Liaison Officer is:

Phone #:_________________________________________________________

My Bank Branch Manager is:

Phone # _________________________________________________________
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PREFACE

This pamphlet is designed to provide procedural guidelines for requesting an ATM. 

There are currently 69 ATMs and 16 banking centers in service through out the Korean peninsula and 1 is scheduled to open in Diego Garcia later this year. The next bank branch (part time hours) is scheduled to open at K-16 air field on or about 15 May 2004.

All ATMs must be Triple DES compliant by 1 April 2005. This requirement will provide added security. To accomplish this some ATMs are upgradeable and some require replacement. To date, Community Bank has replaced 9 of the 20 ATMs requiring replacement. The plan is to replace 7 more ATMs this year and the remaining 4 during 2005.

There were 39 ATMs upgradeable. To date, Community Bank has upgraded 11 ATMs. They expect to upgrade 22 more ATMs during 2004 and the remaining 6 during 2005.

The replacement and/or upgrade of existing ATMs will maintain a high priority due to time constraints in becoming Triple DES compliant.

During the annual KORO offsite, a priority listing will be developed for all new and replacement ATM requests for the Army component of USFK by the KORO Commander or his designee. This offsite is the window of opportunity for all Installation Commanders to submit their requests for new ATM sites for the next fiscal year. All Installation Commanders should have their ATM requests and supporting documentation prepared for submission at the offsite. Based upon budgetary factors, some ATM requests will be prioritized for next fiscal year. 
The offsite will also provide the forum to request placement on the Mobile Banking Van route. If there are scheduled events, exercises, etc. where banking services would improve quality of life, this will be the forum to address the schedule. Specific requirements to facilitate a mobile banking van stop are listed on page 13.   

Emergency ATM requests will be accepted on a case by case basis during the year. 

The KIOSK models shown on page 10 will provide future dollar savings to the Installation. As our footprint is modified, some locations will be consolidated. If a KIOSK pictured on page 10 is in place, it would be unbolted from the foundation and relocated at a new site, eliminating most of the Installation’s expense of a new ATM building.   

REFERENCES
1) Department of Defense Financial Management Regulation (DODFMR, Volume 5 http://www.dod.mil/comptroller/fmr/)

2) Bank of America contract. This contract can be viewed via EDA.  

DEFINITIONS

ATM – Automated Teller Machine – Cash dispensing machines 

BLO – Banking Liaison Officer – This person is the Liaison between the Main Banking Facility and Installation Commander. 

MBF – Military Banking Facility

MFO – Main Finance Office – 175TH FINCOM  

Triple Data Encryption Standard (Triple DES) – Data is encrypted via DES three times. This process creates an encrypted data stream that is unbreakable with today’s code breaking techniques.
BANK BRANCH LOCATIONS
Bank branch locations, phone numbers and number of ATMs may periodically change. To find the most up to date listing of Bank branches and ATM locations, go to the Community Bank web site: www.dodcommunitybank.com/locator.php.    

HOW DO I REQUEST AN ATM?

When the need for an ATM exists, a request will be sent to the Installation Banking Liaison Officer (BLO). The BLO will prepare an ATM request memo (template on page 8 & 9) for the Installation Commander’s signature. The information provided in the memo will support the criteria for establishing an ATM site (detailed on page 5) and the willingness of Installations to fund required expenses (Installation responsibilities on page 14). The Military Banking Facility responsibilities are also listed on page 14 of this book. 
It is recommended that one of the three KIOSK buildings (page 9) be purchased to house the ATM. The cost of this type of building has several advantages over a brick and mortar building to house an ATM, initial cost, time to construct, and future cost.
  -Initial cost is estimated at $20,000.00 for a KIOSK, not including site preparation.

  -If KIOSK is locally procured, delivery could be with-in 45 days and cost should be reduced.
  -As the Korean peninsula footprint changes and the need for ATMs change, the KIOSK can be unbolted and moved to a future ATM location, significantly reducing Installation cost for future ATM locations. 
Installation Commanders need to be cognizant of the cost associated with installing an ATM and the funding liability the requesting Installation will inherit. Installation responsibilities and Banking Facility responsibilities for an ATM are listed on page 7  

An ATM Installation and Action plan is pictured on page 14. Once an ATM request receives final approval, an ATM Installation and Action Plan will be completed with estimated completion times. This document will be signed by the Installation BLO, Installation DPW representative, Local Signal representative, Local Security representative and Military Bank representative to acknowledge agreement to completion dates set.  

HOW DO I REQUEST A VISIT BY THE MOBILE BANKING VAN?
When a temporary need for Mobile Banking Services, to include ATM access is recognized by a Command, a request for this service will be prepared by the Installation BLO for the Installation Commanders approval and signature. There are specific site requirements (page 13) the Command must accomplish at their cost to facilitate use of the Mobile Banking Van. 

A Mobile Banking Van Action plan is pictured on page 13. Once the request receives final approval, an Action Plan will be completed with estimated completion times. This document will be signed by the Installation BLO, Installation DPW representative, Local Signal representative, Local Security representative and Military Bank representative to acknowledge agreement to completion dates set.  
CRITERIA FOR ESTABLISHING AN ATM SITE

1.  Troop, DOD Civilian and family member population. Is there a concentrated volume of personnel sufficient to justify the cost of an ATM as well as a Quality of Life enhancement?
2.  Proximity to frequented facilities. Location should be in high traffic areas.
3.  Customers must have 24 hour access to the ATM.

4.  Security: A Military police detachment or 24 hour staff duty must be within a 

     reasonable monitoring distance in case of emergency.

5.  Communication lines: Cable pair to support the ATM must be reasonably accessible.

6.  Serviceability: The ATM should be located within a reasonable driving distance to the 

     nearest banking facility and Military Police Detachment.

     Reason: Bank employees must be escorted when servicing the ATM.

7.  Quality of Life: The 175th FINCOM and IMA/KORO are dedicated to provide as   

     much support as possible to soldiers and civilians residing at remote locations.

BASIC REQUIREMENTS FOR ATM INSTALLATION

1.  ATM room or building:

     Building or room must have a customer working area (front of the machine where  

     keyboard is located) and a machine room where the main body of the machine is  

     located. Minimum size requirement of the machine room is: 2.2 meters wide and 2.5 
     meters deep to provide working space. Doors to the machine room and customer 
     servicing area is required to be at a minimum of 95 centimeters wide. The ceiling, 
     walls and floor to the machine room must be built with steel-bar reinforced concrete.

2.  POWER: 

    ATMs are designed to use 120 volts. A dedicated power line for the ATM is required. 
    Air conditioning and other high energy equipment cannot use the same power line.

3.  COMMUNICATION LINE TO/FROM YONGSAN BANK:

    To use Defense Communication Service a Telecommunication Service Order 
    (obtained from USFK and CINCPAC) is required to be submitted to J-6. This process 
     normally takes up to 3 months. 

4.  ALARM SYSTEM:

    An alarm system must be installed in the machine room and machine itself. A JSIIDS 
    system or equivalent system with Balance Magnetic Switches, Motion Detectors, 
    Duress Switch and Monitoring facility is recommended.

5.  PHONE:

    Class A military phone is required inside the ATM Machine room to allow technician 
    access to Yongsan Data Center for resolution of issues.

INSTALLATION RESPONSIBILITIES

Installation requesting an ATM will be responsible for:

1. Purchase of a building to house the ATM

2. Providing site preparation

3. Providing power to the ATM building

4. Providing data lines to the ATM building

5. Providing and maintaining alarm system to the ATM

6. Providing surveillance cameras with video

7. Installing and maintenance of a class A DSN phone in the ATM building

8. Installation and maintenance of heating and air conditioning in the ATM building

9. Site selection - joint agreement between the Military Banking Facility and Installation requesting an ATM  

10. Installing bank signs on outside of ATM building with an automatic light sensor

11. Purchase of uninterruptible power supply for the ATM

MILITARY BANKING FACILITY RESPONSIBILITIES

Banking facility will be responsible for:

1. Site selection – Joint agreement between Military Banking Facility and Installation requesting an ATM

2. Site preparation – Joint agreement between Military Banking Facility and Installation requesting an ATM

3. Payment for data circuits involving commercial access

4. Purchase of signs for ATM building 

5. Purchase of modems for the ATM

6. Purchase of ATM and movement to ATM building

7. ATM system testing and monitoring

FLOW CHART FOR ATM REQUEST DOCUMENT PROCESSING

1. Requests for new ATMs are sent to the Installation Banking Liaison Officer.

2. Installation Banking Liaison Officer will: 

    a. Prepare an ATM request memo for Installation Management Agency (IMA), Korea 

        Regional Office (KORO) thru their Installation Commander per attached template

    b. Prepare a drawing/map of installation and proposed ATM site

    c. Forward memo and attachments to IMA/KORO Commander and copy furnish 175th  

            FINCOM Banking Liaison Officer and Community Bank District Manager 

3. IMA, KORO will:

    a. Concur or non concur with ATM request and prioritize a master listing of ATM 

        requests 

    b. Quarterly, coordinate with FINCOM BLO and MBF District Manager on ATM  

         master listing

4. 175th FINCOM, Banking Liaison Officer will:

    a. Compile requests for submission to CDR, USAFINCOM, ATTN: DA Banking  

        Officer for endorsement

5. USAFINCOM Banking Officer will:

    a. Endorse requests and forward to Defense Financial Institutions Services Office  

        (DFIS) for final approval 

    b. Final approval or denial will be forwarded to 175th FINCOM, Banking Liaison 

        Officer

6. 175th FINCOM, Banking Liaison Officer will:

    a. Forward approval or denial of ATM requests to IMA/KORO and Community Bank 

        District Manager

7. IMA/KORO will:

    a. Coordinate with Theater Master Planner to schedule approved ATM sites 

    b. Coordinate final placement, equipment installation, and support requirements with 

        Installation Commanders
    c. Coordinate with G/J-6 and Main Banking Facility for installation of data lines
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OFFICE SYMBOL                                                                                         DATE

MEMORANDUM FOR Commander, Installation Management Agency, Korea Regional Office, Unit 15742, APO AP 96205-5742

SUBJECT: Justification – ATM Request for (EX: PX, back gate, etc. & Model number from pg 11-12)_____________________________________

1. Following information is provided:

    a. Installation Demographics

         Military Personnel: _________

         DOD Civilians: _______

         Other: NAF Personnel: _________

    b. Number of Military personnel billeted on the installation: _______

    c. Nearest Banking Center/Credit Union to proposed ATM site:

         Nearest banking center and credit union is ______ from proposed ATM site

         Banking Facility operating hours are: _________ 

         Credit Union operating hours are: ___________

         Banking Center Manager: ___________, Telephone # _____________

         Credit Union Manager: __________, Telephone # ___________

    d. Military and Public transportation between installation and banking center/credit  

        union is/ is not available 

    e. The approximate loss of time per person to obtain banking services is 
         _____________

    f. The number of military and DOD civilians unable to obtain transportation is 
        _________

    g. The only check cashing facility on the installation is __________. The distance 
         between _____________ and proposed ATM site is _________.  

    h. The detailed location of proposed ATM site is: (example; In the PX, by south walk 
         gate, etc) 

         ________________________________________________________________

2. This Installation agrees to provide all funds required for the proposed ATM site, including required renovations or building construction, site preparation costs. Alarm system, security equipment, video monitors and recorders (if required), communications lines (data and class A phone service), telephone equipment and any periodic line costs (including upgrades), electrical power, uninterruptible power supply, heating and air conditioning equipment, and any periodic maintenance of installed equipment other than the ATM.

3.  The banking center will provide the ATM and will fund any periodic maintenance costs and long-haul communications costs associated with the ATM.

4.  Point of contact for this request is: ______________, Email address: _______________________, Telephone # ______________

                                                                                                     Signature 

                                                                                          Commander’s Signature Block   

                                                                                          Rank, Branch

                                                                                          Garrison Commander

ENCL:

Strip Map of requested ATM location

CF:

175th FINCOM, Finance Policy

ATTN: Banking Liaison Officer

Community Bank District Manager

ATTN: Mr. Wayne Stephens
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MODEL K-1
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         MODEL K-2
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      MODEL K-3
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      MODEL D-1
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MODEL V-1
MOBILE BANKING VAN INSTALLATION AND ACTION PLAN
Location: __________________________________           Date: ________________
	ISSUES
	RESPONSIBLE
	ESTIMATED TIME
	REMARKS
	

	
	PARTY
	OF COMPLETION
	
	

	
	
	
	
	

	Site Selection
	Local Command/Bank
	
	Bank will provide installation manual and other 
	

	
	Command BLO/DFAS
	
	Technical information as needed
	

	
	
	
	
	

	Site Preparation
	Local DPW or Bank
	
	Requires a level concrete pad, 4 X 8 meters 

Minimum 
	

	
	
	
	A secure, weather proof electric box and a secure 

plug in receptacle box for data circuit and phone

lines is also required at Banking Van location 
	

	
	
	
	
	

	
	
	
	
	

	Data Circuit
	Bank/Local Command
	
	Local Command will provide DCN circuit to a secure receptacle.
	

	
	
	
	Monthly charges for circuit usage is the 

Responsibility of the MBF
	

	
	
	
	
	

	Class A Phone
	Local Command
	
	Used to contact servicing data processing center in 

Country or in USA to resolve system issues
	

	
	
	
	
	

	
	
	
	
	

	Moving Banking Van
	Bank
	
	Moving of Banking Van from site to site will be the
	

	
	
	
	Responsibility of the MBF
	

	Security Inspection
	Local Command
	
	Verify security of Mobile Banking Van site and 

operation of security system
	

	
	
	
	
	

	ATM System Testing
	Bank
	
	Prior to ATM installation and continuous 24 hour 

monitoring
	

	
	
	
	
	

	Grand Opening
	Local Command/Bank
	
	 
	

	
	
	
	
	

	
	
	
	.
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	 
	 
	 
	 
	
	

	Installation BLO
	Installation DPW
	Local Signal
	Installation Security
	Bank 
	

	
	
	Representative
	Representative
	Representative
	


	ATM INSTALLATION AND ACTION PLAN

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Location:
	
	
	
	
	
	Date:
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	RESPONSIBLE PARTY
	ESTIMATED TIME OF COMPLETION
	REMARKS
	
	
	

	Site Selection
	Local Command/Bank/

Command BLO/DFAS
	 
	
	Bank will provide installation manual and specific technical information  required.

	Site Preparation
	Local DPW or Bank


	 
	
	Bank will provide a building blueprint and other site requirements.

All parties need to confirm final building design and specifications.

	Housing/Building
	Local Commands/DPW
	 
	
	Bank requires an independent building for 24 hour access/control and an independent power source.

An outside view is required on door to ATM room.

	Heating/Air Conditioning
	Local Command/DPW
	 
	
	Air conditioning (120v/60hz) and heating required.
	

	Data Circuit
	Bank/Local Command
	 
	
	Bank, overseas circuits; Command in country DCN circuit.

In certain locations command l required to lease line from local telephone company.

	Class A Phone
	Local Command
	 
	
	To contact servicing data processing service in country or in USA to resolve system problems.

	JSIIDS Alarm
	Local Command/DPW
	1 Control Box, 2 BMS, 1 Motion Detector,

1 Duress Foot Pedal.  This is a mandatory requirement.

Command will purchase system and arrange for installation by local DPW/CE.

	UPS
	Local Command
	 
	
	2KVA, 115V Output, built-in AVR, 2 hour backup.
	

	Surveillance Camera with Video
	Local Command
	
	
	Recommend the local command provide a surveillance camera to prevent vandalism.

	Modems
	Bank
	
	
	2 each, 9600 BPS Analog Modems.
	
	

	Moving ATM
	Bank
	
	
	Bank will move ATM from manufacturer to ATM site.
	

	Signage
	Bank/DPW
	
	
	Bank will purchase signs for inside and outside of ATM enclosure. 

DPW will install outside sign which must include an automatic light sensor.

	Security Inspection
	Local command security unit
	 
	
	Verify security of ATM site and operation of JSIIDS alarm.

	ATM System Testing
	Bank
	 
	
	Prior to ATM installation and continuous 24 hour monitoring.

	Grand Opening
	Local Command
	 
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Local BLO
	
	Local DPW
	
	Local Signal Representative
	Local Security Representative
	Bank Representative
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